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About the Project 2049 Institute

The Project 2049 Institute seeks to guide
decision makers toward a more secure Asia by
t he ¢ e nt-panty The organizdtion fills a
gap in the public policy realm through forward -
looking, region -specific research on alternative
security and policy solutions. Its
interdisciplinary approach draws on rigorous
analysis of socioeconomic, governance,
military, environmental, technological and
political trends, and input from key players in
the region, with an eye toward educating the
public and informing policy debate.
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Introduction

Communications are critical to everyday life. Governments rely on communications to receive
information, develop policies, conduct foreign affairs, and manage administrative affairs.
Businesses rely on communications for financial transactions, conducting trade, and managing
supply chains. All forms of communications, such as home and office phones, cell phones,
radios, data links, email, and text messages, rely on electronic transmissions that could be
monitored by a third party. In the military, commanders rely on communications to coordinate
operations, for logistics support, and to maintain situational awareness. Understanding of
communication networks can also enable a perpetrator to disrupt or even destroy atar get 6 s
command and control centers should the need arisel Moreover, information collected and
collated from intercepted diplomatic, military, commercial and financial communications offers
potential competitors an advantage on the negotiation table or battlefield .

OnJuly 19, 2010,thePeop | eds L i b er aGenemlStafADepagtmet FASB) ) unveiled

t he ¢ ount tnfodnationf Suppert (Assurance) Based [T . H G
].Unverified Chinese bulletin board site analyses concluded the base isChi nads ficybe
commandked tae deal with cyber threats and safegu

organization within GSD to which this base reports remains uncertain, and, if known, would
offer clues about its host and about the mission of the base itself. Regardless the egablishment
of the base demonstrates the importance the PLA placeson information technology and its role
in future military development.2

Indeed,the Peopl ebds Republic of China (PRC) has emerg
communications technology (ICT). Guided by a 15year (2006-2020) development strategy, a
priority of the Chinese Communist Party (CCP) and PRC government is theinformatization [H

. ] of its national civilian and military infrastructure as a means to ensure sustained economic
growth, compete globally in the ICT realm, and ensure national security.3 Information
dominance, whether for political, economic, or military purposes, requi res mastery of both the
electromagnetic spectrum and the global cyber sphere The PLA GSD Third Department [ &2

] and Fourth Department [ & J]are considered to be the two | a
burgeoning cyber-infrastructure.

This overview offers a preliminary examination of the PLAGSDThi rd Depart ment, C
premier cryptologic service# The CCP owes its succesduring the Chinese Civil War to signals

intelligence (SIGINT) derived from interception and decoding of telegrams and radio

communicati ons. With modest origins in the 1930s, the Third Department was previously

known as the Central Military Commission (CMC) Second Bureau and consisted of three entities

responsible for collection, translation, and deciphering/encryption. °

Today, the GSD Thi rd Depart ment and its coMiliay Regorssr t s wi t
(MRs), Air Force, Navy, and Second Artillery oversee a vast infrastructure for monitoring
communications traffic from collection sites inside China, possibly from embassies and other
facilities abroad, and perhaps from spacebased assets in the future® Its network of assetsare
able & assuming sufficient interest and barring sophisticated encryption @ to monitor almost
any radio communication or phone call within line of sight of Third Department SIGINT
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stations. On the other hand, faced with increasing challenges toits communication systems and

computer networks, the Third Department also has assumed theresponsibility for assuring the

security of PLA computer systems in order to prevent foreign adversaries from gaining access to

sensitive national security information. These functions are encompassed under the concept of

itechni cal reconhai shaobheds[the foundation of #Ain

Like its American counterpart, the National Security Agency (NSA), the GSD Third Department

appears to be diversifying its traditional SIGINT mission. Cyber surveillance, or computer

network exploitation (CNE) in the U.S. lexicon, represents the cutting edge of SIGINT and the

Third Department may serve as the national executive agent for CNE8 The GSD Third

Department stands as a reasonable choice toact as the national PRC authority over cyber

surveillance because of its traditional core competency in SIGINT, its high performance
computing and encryption/decryption technical ca
employer of well trained linguists. °

Computer network operations (CNO) in Chi na often are referred to as
def e i s end ], based on the premise thatii wi t hiraerdtanding how to attack, one will

not know how Intbe Udeléxieam,dCNO includes computer network attack (CNA),

CNE, and computer network defense (CND)11

This study offers a tentative baseline for assessing the GSD Third Department, affiliated
Technical Reconnaissance Bureaus (TRBs), and supporting research and development
organizations. An examination of this organization, its role and function would provide a mosaic
with which to better evaluate Ch i n sigha intelligence and cyber-infrastructure. Public
information on the Third Department has been limited, with only tentative links drawn between
the Third Department and CNE. 12 That is becauseany assessmentofac ount ryés S| GI NT
CNE infrastructure can be a speculative endeavor. The data points assembled by this
monograph points to an expansive yetstovepiped organization responsible for various facets of
technical reconnaissance,including collection of wireless line of sight communications, satellite
communications, cyber surveillance, network traffic analysis, network security, encryption and
decryption, translation, and political, military, and economic analysis.

The study first examines the Third Department command structure and subordinate research

institutes, andthenof f er s an overview of the Third Depart me
discussion then focuses on thetechnical reconnaissance assets under each of the PLAs s even
MRs, Navy, Air Force, and Second Atrtillery Force.



PROJEC
| Signals Intelligence and Cyber Reconnaissance Infrastructure|
INSTITUTE

Leadership and Technical Support

Nestled in the quaint Xianghongxi community in
the western hills of Bel
GSD Third Department manages a vast
communications intercept infrastructure and

cyber surveillance system targeting foreign
diplomatic communications, military activity,

economic entities, public education institutions,

and individuals of interest. The Third Department

headquarters complex is clustered together with
the GSD Operations Department, including its 24
hour watch center in Xishan Mountain, the
Academy of Military Science (AMS), and National
Defense University (NDU). One unconfirmed
report credits the Third Department with as many
as 130000 personnel working in general
headquarters staff positions, 12 operational
bureaus, and three research institutes.® Third
Department bureau, office, and section facilities
and sites located throughout China report directly e
to Beijing, and are not under administrative Source: DigitalGlobe

rict

0
GSDTHIRD DE l’ARNHl IIl-Al)QI ARll RSCOMPLEX
NGHAIDIAN DISTRICT

jurisdiction of MR Commanders or Political
Commissars.

Details on the Third Department leadership are scarce. Like
MGMFN(‘ XUEZHENG other second level GSD departments, the Director and
| Political Commissar are equivalent to a Group Army
Commander. Major General Meng Xuezheng [ ]is
reported to be serving asthe Third Department Director. 14
Meng appears to have replaced Lieutenant General Wu
Guohua]| V], who directed the Third Department between
2005 and December 2010, when Wu was assigned as Second
Artillery Deputy Commander. One Western report claims that
Wu Guohua was transferred out due to unauthorized cyber
operations. As of late 2010, Major General Liu Xiaobei [ -

] served asthe Third Department Political Commissar. Liu
formerly served as the Third Department Deputy Director. 15
Senior Colonel Zheng Junjie [ d ] serves as a second
Deputy Director. Zheng was formerly directed the Third
Department 6s S&T Equi phtftnt Bureau

The Third Departmentd s c e mammand oversees
headquarters, political, and logistics departments, as well as a
Science and Technology (S&T) Intelligence Bureau[

4
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], and the S&T Equipment Bureau. The S&T Equipment Bureau oversees three research
institutes responsible for computing, sensor technology, and cryptography:1?

I 56% Research Institute. The PLA owns some of the fastest supercomputers in the
world. 18 The 56" Research Institute, also known as the Jiangnan Computer Technology
Research Institute [ 9 1, is the PLAG6s ol dest and | a

organization. Located in Wuxi in Jiangsu Province, the institute is heavily invested in high
performance computing, and supports the Third Department and other national -level
computer centers.1® Supercomputing enables the making and breaking of sophisticated
codes and passwords, which appear to be the mission of a counterpart Third Department
research institute in Sichuan (see below). The Director of the 56th Institute, Huang Yonggin
[ N'], is a member of the 863 Program Expert Working Group on Computing and
Software.20

1 57t Research Institute. The 57th Research Institute appears to be responsible forthe
development of communications intercept and signal processing systems.?! Formerly
collocated with the First Bureau complex in the Dujiangyan area, the institute is based in
Chengdu and also known as the Southwest Institute of Electronics and Telecommunications
Technology [ ™ H ]2Among the institutebstkey f of
communications technology, and it has been noted working with the China Academy of
Space Technology on satellite R&D?3 The 57th Research Institute may have a subordinate
office in Guangdong, and operates a site inChengdu suburb of Shuangliu.2*

1 58t Research Institute. The 58th Researchinstitute appears to be focused on cryptology
and information security technology. 2> Based in Mianyang (Sichuan Province) and also

known as the Southwest Automation Research Institute (SWAI) [ v . ], the 58"
Research Institute Director is Yue Zengjin [ ].26 The 58th Institute has a cooperative
relationship with Nanjing University of Science and Technology [V . ].27 Other
leading authorities assigned to or affiliated with the 56t Research Institute include Wei
Zhengyao [ ], Huang Mingiang [ ], and Nan Xianghao [v ].28
The GSD Third Depart ment is responsible for PLA C

national -level information security community. According to one U.S. study, Chinese analysts
believe that the United States is already carrying out extensive CNE activities against Chinese
servers. Therefore, from the Chinese perspective, defending computer networks must be the
highest priority in peacetime.?® CND-related organizations managed by or affiliated with the
Third Department include:

I The PLA Communications Security Bureau [ H ], China North Computation
Center [ T ], and the Third Department Computing Center [ &2 T 1
in Beijing. 30
i Established in 2005, the National Research Center for Information Security Technology
[ H n T ] serves as the national authorityonris k assessment for
network security .31
1 The PLA Information Security Evaluation and Certification Center [ " H n
T 1.
91 Information Security Research Institute [ H n ] and National Information

Center [ H T ], which maintains a close affiliati on with the Third Department S&T
Equipment Bureau. 33
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9 The National Information Security Engineering Technology Center | H n
T J]in Shanghai, managed alongside with the S
and Technology, National Crypto Management Center, State Secrecy Bureay and
Ministry of State Security. 34

Training and education for Third Department personnel are generally conducted at one of two
institutions. Most linguists assigned to Third Department bureaus and TRBs receive language
training at the PLA University of Foreign Languages | ’ ] in Luoyang, the
rough counterpart of the Defense Language Institute (DLI) in Monterey, California. 3> Upon
graduation, they are assigned to a bureau for mission specific technical training. Technical
training for electrical engineers, communicat ions specialists, computer scientists, and network
security personnel is conducted at the PLA Information Engineering University [ " H

] in Zhengzhou, Henan Province.3¢ Personnel for regular duties, such as drivers,
administration, facility security, a nd so forth, are recruited in the normal annual conscription.
Personnel security requirements are likely more stringent than in other parts of the PLA, which
gives the political commissar system increased stature.

Prominent PLA commentators have advocated greater integration of psychological operations
and CNO, including organized efforts to monitor the internet and correct false information. 37
Cyber network attack/defense has been linked with PLA psychological warfare training units
with a primary func tion being to identify and counter perception management and ideological
campaigns launched against China via computer networks38 Key General Political Department
(GPD) psychological warfare units with possible CNO missions include the 61023 Unit in Beiji ng
and the 61716 Unit in Fujian.3°

Operational Third Department Bureaus

The GSD Third Department has direct authority over 12 operational bureaus. Eight of the 12

bureau headquarters are clustered in Beijing. Two others are based in Shanghai, one in
Qingdao, and one in Wuhan The Third Departmentdés 12 operatio
report to the Headquarters Department. The operational bureaus are separate and distinct from

TRBs wunder t hMRsRhdAhe threes SEnwviees: Air Force, Navy,and Second Artillery.

TRB directors likely report to MR and Service Chiefs of Staff. However, the Third Department

likely provides TRBs with policy guidance and tasking for collection and analysis.

The degree of control that the Third Department operational bureaus and TRBs exercise over

militia and reserve assets under military districts is unknown. The militia makes up the third
component of Chinaés armed forces, with the PLA
two.41One 2004 Sichuan Military District assessment calls for militia and reserves to play a

more prominent role in network defense and attack, technical reconnaissance, and

psychological operations.#2 The Hubei Military District, for example, is partnered with Wuhan

Universit y s Net wor k Attack and Delf gfse Center |

Bureau-level directors and political commissars have grades equivalent to that of an army
Division commander, and oversee between six and 14 subordinate sites or offices ¢hu; ].

6
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Office directors have a grade equival@t to a Deputy Division or Regiment commander.44

Sites/offices under bureaus are further divided into sections [ke; |, although some sections
report directly to bureau headquarters. In addition to a liaison office in Shanghal the Thir d

Department manages a Hong Kong and Macao Liaison Bureau [ a3 ] in
Shenzhen4s
Third Department
Fifth Bureau Headquar *

Beijing Third Bureau Beijin
Seventh Bureau Beijing
Beijing First Bureau avy d
t
Eighth Bureau Beijing l; TRB Artillery
Beijing eijing’ rpp
Ninth Bureau Beijing

Beijing

enth Bureau
henyang M
TRB

Lanzhou MR

Eleventh Bureaw

2nd TRB Beijing Fourth Bureau
(Urumgqi) Qingdao
Lanzhou MR. Jinan MR TRB 3
'TRB .-\l:;Force
Nanjing MR §1II§IB
. $UTRE - - ANIME
AirForce .

Second Bureau
Shanghai

3rd TRB
Chengdu C Ileng(lu MR A

1*'TRB
’ Sixth Bureau
Wuhan

Twelfth Bureau
Shanghai

Nmu’iug MR
Navy " TRB
2 TRB (Fuzhou)

Xiamen

Source: Project 2049 Institute

Third Department bureaus likely have a specific mission, such as radio or satellite
communications intercept, cryptology, translation, information assurance, and intell igence
analysis. In addition to monitoring internal PLA communications traffic for security violations,
Third Department offices and MR and MR/Service TRB intercept stations located around
Chinads periphery dcaand pmmintithe mgatiom af eniitters throughf rdidio
direction finding (e.g. homing). Specific Third Department bureaus with responsibilities for
CNE remain opaque. The Third Department Seventh Bureau has been associated with technical
aspects of cybe operations (see below). Regi onal bur ea
Bureau or Qi ngd a onagbefesponsitileror tBanstatiom of information attained
from communications intercepts and cyber surveillance, and production of intelligence r eports
based on translated materials. The 12 Bureau, responsible for spacerelated technical
reconnaissance, appears to have expanded in scope.

First Bureau (61786 Unit). The First Bureau headquarters is collocated with the Third

Department command complex in northwestern Beijing. Overseeing at least 12 offices operating

in various parts of China, the bureau appears to have a functional rather than regional mission.
Formerly <centered in the Chengdu suburb oof Duj i @
include decryption, encryption, and other information security tasks. 46 The First Bureau, for

example, is the only military representative on the national 863 Program Information Assurance

Expert Working Group. 4’ At least one First Bureau element, possildy the Seventh Office, is

based south of Dujiangyan.*¢ Although not in a formal subordinate relationship, the First

Bureau likely maintains a close, mutually supportive relationship with related organizations in
Chengdu, such as Si c hatianrseclity and éetwork tAtgadksand|Daféneer m

7
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Laboratory [ H ni ].4® Chengdu is also home to the GSD Third
Department 57th Research Institute and the Chengdu MR First TRB (see below).

Second Bureau (61398 Unit). The Second Bureau appears to function as the Thid
Department 6s premier entity targeting theonUnited
political, economic, and military -related intelligence.®® Subordinate offices are concentrated in

Shanghai, although one may be in the Kunming vicinity. More specifically, the Bu r e &ecénd

Office is situated in Dachangzhen, and ThirdOf f i ce i s based in Shahghai 0s
The Fourth Office has a presence in the northern Shanghai suburb of Gucunzhen as well as

Chongming Island. 52 It appears to have a mobility mission. 33 The Seventh Office is in
Gaohangzhen. Yet anotheris Luodianzhen. Another office is in Changning District on Yan 6 a n

Zhong Road.54

Third Bureau (61785 Unit). Headquartered in the southern Beijing suburb of Daxing, the

Third Bureau appears to have a functional mission5> Given the dispersed nature of subordinate

offices, the mission of the Third Bureau may be front end collection of line of sight radio
communications, including border control networks, as well as direction finding, an d emission

control and security. The bureau has at least 13 subordinate units®® Third Bureau offices are

based in Harbin, Dalian, Beijing, Hangzhou, Ningdu County (Jiangxi), Xiamen, Shenzhen,

Kunming, Xian, and Urimgi.5 As of late 2010, Senior Colonel Wang Daowu | ]

commanded the bureau and Li Shoukai [ F ] served as Political Commissar The Third
Bureaubs Kunming office Hagopdraiann>® Sinte 1®2vtleedhird N c oun
Bureauds Fi fth Oof fice in Bei ji ngo ponsible dot RLATr n Da x|
emission security (e.g. TEMPEST).69 The Shenzhen office appears to have a unique mission,

perhaps responsible for coverage of Hong Kong/Macao wireless networksé!

Fourth Bureau (61419 Unit). Headquartered in Qingdao, the Fourth Bureau appears to be

focused on Japan and Korea% Many of the Fourth Bureau offices, including the First, appear to

be located in the Qingdao area. The Second Office incorporates Korean linguist$® The Fourth
Bureauds Seventh Off i ce® Anaosher lofice atlacated in nJimoHG@ity g z h o u .
Wenlongzhen [4 ].65Other subordinate offices appear to be located in the Qingdao

area, Dalian, Beijing, and Shanghai. The bureau was formerly based in the Shanxi provincial

city of Xinzhou, specifically Huanglong Wanggou village. While its headquarters moved to

Qingdao, the Fourth Bureau may still maintain its training base in Xinzhou. 66

Fifth Bureau (61565 Unit). Headquartered in Beijingb6s Daxing Di
Fifth Bureau appears to have a Russiarelated mission. A substantial number of parabolic dish
antennas--oriented toward a diverse range of azimuths--can be seen at the eastern end of the
compound on Google Earth. Fifth Bureau offices
Jiuguan and Xin jiang.6”
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PROBABLE THIRD DEPARTMENT FIFTH BUREAU HEADQUARTERS

21144TE S2 3 175

Source: DigitalGlobe

Sixth Bureau (61726 Unit). The Sixth Bureau is headquartered in Wuhanés Wuchang
District. 8 Zhang Yunju | ] serves as the Sixth Bureau Political Commissar. Bureau
headquarters were centered in the area of Jingmen, Hubei Province until moving to Wuhan

more than a decade agd®® Sixth Bureau offices stretch across central China from the eastern

coastal city of Xiamen to the Yunnan city of Kunming, indicating a Taiwan and South Asia

mission. More specifically, offices are located in Xiamen, Nanchang (Seventh Office), Xiangfan;

Ningdu Count ydéds Xi aobdy, WMihlalnageli[ngmen, and Kunmingo6s
(Fourth Office). 7© The Nanchang office may have a training mission’:

SeventhBureau (61580 Unit). Headquartered in Shucun ar
District, t he Sev e n turtleaB uSelected bBuseau nengmeers cspecialize in
computer network defense and attack, and have conducted joint studies with the PLA
Information Engineering Academy Computer Network Attack and Defense section.”? Divided
into at least 10 offices, the Sevenh Bureau employs English translators.”® One Seventh Bureau
study examined support vector machine (SVM) applications for detecting intrusion patterns. 74
Two senior engineers outlined U.S. network centric warfare, while another published an
assessment of thefuture of the internet and dense wavelength division multiplexing (DWDM). 75
Another study focused on psychological and technical aspects of reading and interpreting
written foreign language.’® Another addressed legal aspects of the global economy? The bureau
manages a satellite ground station in the northwest Beijing suburb of Shangzhuang and oversees
at least one element inUriimgi area.’
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Probable GSD Third Department Seventh Bureau
Satellite Ground Station
Beijing Shangzhuang Village

Source: DigitalGlobe

Eighth Bureau (61046 Unit). Nestled in Hanjiachuan [ ], the Eighth Bureau is adjacent
to Third Depart ment headquart e® # alsoappeBre tojhavemay 6 s nor
presence in Wenquanzhen | ] in far northwestern Beijing. 80 Based on language capabilities

of members assigned, the Eighth Bureau appears to focus on Western and Eastern Europe and
perhaps rest of world (e.g. Middle East, Africa, and Latin America). 8 Among its 10 offices, at
least one major office is located in the Hainan Island city of Haikou. 8 The Seventh Office is
based in Hub e i Provi nced%® TheiEghthgBureau sa@llité neceiving station is in

northwestern Beijing suburb of Xibeiwang. 8+

Ninth Bureau. The Ninth Bureau appears to serve as the
strategic intelligence analysis and/or data base management entity8> Among all the bureaus,

the Ninth is the most opaque. As of Spring 2010, Zhang Qinchen [ ] served as Ninth

Bureau Director. 8 The Seventh Office appears to be involved in audievisual technology [

"E], and large scale data bae management8’ Former Ninth Bureau Director Kuang Tao | ]

has been a prominent international relations commentator since retirement in the 2004

timeframe. 88

10t Bureau (61886 Unit). The 10th Bureau, someti mes

headquar t er ed in Beijingds northwest % Shebllth Bureauf Shan:
appears to have a Central Asia or Russiarelated mission, perhaps focused specifically on

telemetry and missile tracking and/or nuclear testing. °© The 10" Bureau First Office is said to

be collocated with the 10" Bureau headquarters. The 1l0Bur eaubés Second Office (
a 7911 Unit) is located in XinjianébheThiydQifceng Ci ty
is located in Kashgar 6"8BurdaOffcais ivUrimgi®®?2ge. Anot her 10

11" Bureau ( 61672 Unit). The 11th Bureau, also known
the Malianwa community, just east of the Third Department headquarters compound. % The

bureau headquarters was previously based n Jiamusi City in Heilongjiang Province until its

move to Beijing in 201194 The distribution of offices throughout northern China and assignment

10
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of Russian linguists indicate a Russiarelated mission.% With Russian linguists assigned to both

entities, dif ferences between the 1% and Fifth Bureau missions differ is unknown. The unit one

ti me had a significant presence i n t he Hanzhong
Xijiamiao Village [ ] . A A2020 Unito has had a presenc
Heilongjiang county of Jiage Daqi since 2005.% Another office may be located in Uriimqi 6 s

Anning District. °7

12t Bureau (61486 Unit). Headquartered i nhBBhaanghai 0
appears to have a functional mission involving satellites, likely inclusive of intercept of satellite
communications and possibly spacebased SIGINT collection®® The Third DefPpart ment
Research Institute has been noted working in conjunction with the CAST 50 Third Research

Institute on a sub-system on board the Fengyun-3 (FY-3) weather satellite.?® Subordinate

offices and sites in the Shanghai area, and in southeast, northeast, southwest, and northwestern

China. The 122 Bur eaud6s Third Office is |l ocated in Sha
sponsored research into extracting synthetic aperture radar (SAR) satellite images. 190 The
bureauds southeast st at i on-200%® wreframeognce is datecdbin s i n t
Fuzhouds Ga%h @ther 12" IBereau offices are situated in Taicang, just outside of
Shanghai, and Hangz h é%lté southivasksiteaisosgguated\dutdidé kugneng in
Songming Countyo6és Yuejia Village, which appears t

yearsi®The 1Z»Bur eauds northeast statiamgdhsunsbéasi dXitnog |boen ¢
Village. A southern site is situated within Guangzhou Huadu District. Northwestern sites are
located in Gansu and Xinjiang.104

Military Region Technical Reconnaissance

Bureaus

The Third Department 6s 1 2arate@mdrdiatinct foom aRBsbnderttea us ar e
seven MR headquarters in Beijing, Chengdu, Guangzhou, Jinan, Lanzhou, Nanjing, and

11



